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Driving technologies

which are currently regarded as emerging 

technologies, i.e. technologies that are observed 

with specific attention or that are believed will have 

a specific impact in the future. In the following sub-

sections, some examples of emerging technologies 

thought to be relevant for the implementation of 

factory of the future concepts are discussed.

4.2.1	 Internet of Things and machine-to-

machine communication

IoT is used to link any type of objects in the 

physical world having a virtual representation or 

identity in the internet. Due to the decreased price 

of sensors, the small footprint of technology and 

ubiquitous connectivity, it is easier than ever to 

capture and integrate data from an ever-growing 

number of “things”.

The term IoT mainly derives from end consumer 

areas, in which more and more intelligent things 

are changing the daily life of people throughout 

the world, and use of the term is spreading to 

the industrial area, where machines and devices 

are also becoming increasingly intelligent and 

connected. Things that have a part or all of their 

functionality represented as a service based on 

internet technology are also referred to as cyber-

physical systems (CPS) or, if particularly used in 

the production area, cyber-physical production 

systems (CPPS), both of which will be core  

building blocks of the factory of the future.

Machine-to-machine (M2M) communication or 

integration refers to the set of technologies and 

networks that provide connectivity and interoper-

ability between machines in order to allow them to 

interact. The concept of M2M integration in indus-

trial applications overlaps with IoT to a large extent, 

so that the terms are often used interchangeably, 

as both relate to the impact that interconnected 

devices will have in both the industrial and con-

sumer worlds.

IoT and M2M technologies and solutions will affect 

the operational environment of manufacturers 

considerably, as both technologies contribute to 

the convergence of the classical manufacturing 

space with internet technologies and the 

increasing intelligence of devices used to improve 

manufacturing environments. Five main tenets 

explain more explicitly the connection between the 

technological enablers and their direct impact on 

manufacturing processes [18]:

1)	 Smart devices (i.e. products, carriers, 

machines, etc.) provide the raw data, analysis 

and closed-loop feedback that are utilized 

to automate and manage process control 

systems at every stage of manufacturing.

2)	 These devices are connected, embedded, and 

widely used.

3)	 As an offshoot of the proliferation of smart 

devices, control systems will become far more 

flexible, complex and widely distributed.

4)	 Wireless technologies will tie these distributed 

control modules together to enable dynamic 

reconfiguring of control system components.

5)	 Actionable intelligence will become increasing-

ly important, because it will be impossible to 

anticipate and account for all of the environ-

mental changes to which control systems will 

need to respond.

As shown in Figure 4-5, an IoT solution requires 

3 main solution components made up of various 

technologies. Cyber-physical integration occurs 

at the edge of a network. There exists a natural 

hierarchy of integration at the edge, from sensors 

up to the cloud.

Sensors are becoming significantly more 

performative and less expensive, enabling 

manufacturers to embed smart sensors in an 

increasing number of sophisticated devices and 

machines. These machines and devices are 

collecting and communicating more information 

than ever before. In the past, automated data 

collection was rather the exception; now it is 

becoming the norm. To exploit the potentials 
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which can be generated from analyzing these 

data, the network layer provides connectivity for 

all integrated devices, e.g. by means of wireless 

technologies, which contribute to the scalability 

of IoT solutions as they make it possible to 

increase the number of connected devices without 

increasing hardware efforts proportionally. Energy 

harvesting technologies make sensors self-

dependent by converting ambient energy from 

various sources into usable electric power.

4.2.2	 Cloud-based application 

infrastructure and middleware

Other key components of the IoT include 

computing capabilities such as cloud and fog 

computing. Enterprises must make choices 

about which information and processing can be 

delegated to the computing infrastructures at 

the edge, and which should be delegated to the 

internal or external processing capabilities.

Data transfer from the edge of the IoT network 

to processing centres must take into account 

the variability of device communication, ranging 

for example from high frequency pulses to batch 

uploads. Methods of data transfer from device 

to cloud must function regardless of whether 

constant and stable communication channels 

are available but also with intermittent disruption. 

Cloud technology paired with mobile devices is 

providing transparency and visibility of information 

at every location and time, even among various 

partners in a network.

Data collected from the ever expanding network 

and number of endpoints must be conveyed to 

processing systems that provide new business 

solutions and applications, whether it is through 

the cloud or through an internal core infrastructure. 

IoT solutions must have the ability to store and 

process large volumes of historical and diverse 

data and must be able to respond immediately to 

incoming data streams, which makes cloud and 

fog computing appropriate components of IoT 

implementations.

Accordingly, emerging cloud-based IoT solutions 

and vendors are providing the capability to 

integrate not only applications and processes 

but also things and sensors. Such systems can 

serve as the IT backbone for factories of the future 

and for entire supply chains, especially when the 

systems enable seamless intra- and inter-factory 

integration and facilitate dynamic scaling of device 

integration and computing power according to the 

changing needs of the manufacturer. In addition, 
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cloud-based solutions will allow manufacturing 

enterprises to reduce the required core computing 

infrastructure and will enable them to respond 

flexibly to changing infrastructure needs that in 

turn are caused by changing requirements in the 

manufacturing environment.

4.2.3	 Data analytics

Both IoT and cloud-based technologies increase 

data generation and availability in manufacturing 

environments. For instance, overall data generation 

is expected to grow by 40% per year, totalling  

35 zettabytes by 2020 [19], with an estimated 25 

to 50 billion connected things generating trillions 

of gigabytes of data [20]. For the manufacturing 

domain, this data will allow enterprises to monitor 

and control processes at a much higher level of 

sophistication. Previously unknown sources of 

incidents in shop floor processes will be identified, 

anticipated and prevented.

The ad-hoc availability of such a large amount 

of data opens new opportunities for novel types 

of analysis and visual representation. Batch-

generated static reports are no longer state-of-

the-art, as it becomes possible for users to view, 

chart, drill into and explore data flexibly in close to 

real-time, and as automated reasoning algorithms 

can now be applied to provide decisions that have 

in-process impact on manufacturing operation 

and optimization.

However, not only manufacturing-related data 

gathered by respective IoT systems is relevant 

for analysis. In addition to common business 

management systems, conditions on an inter-

company level or from other ecosystems also have 

to be considered.

The extraction of value from the vast amount of 

available device data involves mining historical 

data for specific patterns. This requires an 

infrastructure that is capable of supporting the 

very large data sets and applying machine learning 

algorithms to the data. Event-driven analytics 

allow business rules to be established governing 

how to search these patterns and gather the 

appropriate supporting information required to 

analyze the situation. The point is to gather and 

store only the information required – the right 

data – as opposed to all data generated from a 

device, equipment or operation. These patterns 

can then be used to derive insights about existing 

and future operations. The resulting models can 

be incorporated into operational flows, so that 

as device data is received, the models generate 

projections, forecasts and recommendations for 

improving the current operational situation.

Given the amount of IoT information captured and 

stored, the high performance offered by such an-

alytics systems is important. The challenge here 

is to know what subset of right data needs to be 

accessed to facilitate business process improve-

ment and optimization. Currently, IoT data can 

be analyzed deeply and broadly, but not quickly 

at the same time. With existing technologies, op-

timization across all 5 dimensions in the spider  

diagram shown in Figure 4-6 is not possible. 

Trade-offs need to be made.

In-memory database computing helps to 

address the challenges of IoT big data, as it 

removes the constraints of existing business 

intelligence mechanisms and delivers information 

for making strategic as well as operational 

business decisions in real time, with little to no 

data preparation or staging effort and at high 

speeds allowing deep analysis of broad IoT data. 

Thus it provides the ability to answer questions, 

i.e. execute analysis on as much IoT data as it 

is relevant to the question, without boundaries 

or restrictions and without limitations as to data 

volume or data types. This also includes the 

consideration of the relevance of the data to be 

analyzed, since, for example, recent IoT data can 

be more valuable than old data.

However, the business value of in-memory 

computing is not only generated by the seamless 

integration of various kinds of data, it also enables 
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extraction of knowledge from this data without 

prefabrication of information and requests. Efforts 

which currently are necessary in order to create, 

aggregate, summarize, and transform requests 

and data to the requested format step by step 

will be eliminated, as questions regarding raw IoT 

transactional data not prepared previously are 

enabled.

Additional recent data analytics capabilities 

include event stream processing (ESP) and 

complex event processing (CEP). Individual IoT 

data typically represents an event taking place in 

the manufacturing or operational environment. 

For example, a machine shutdown is an event; 

the temperature change in a process is an event; 

the displacement of a product from one place to 

another is an event. Multiple events can be related 

and correlated, for example, the temperature 

of a process increased to such an extent that a 

machine failed. ESP makes it possible to stream, 

process, filter and group all of the IoT data and 

events collected. ESP business rules are created to 

determine which events are important, which data 

should be filtered out and which should be kept, 

and which event correlations or patterns should 

trigger a broader business event, alert or decision. 

ESP requires IoT integration to stream the data from 

the edge to the ESP engine for processing. CEP is 

a more sophisticated capability, which searches 

for complex patterns in an ordered sequence 

of events. It is ESP and CEP running on big data 

enabled by in-memory capability that are providing 

the new type of analytics available from IoT.

In order to utilize the information and knowledge 

which is gathered from such data analytics, 

decision-making mechanisms have to be 

implemented that allow IoT to drive business 

objectives (semi-)automatically. To do so, several 

options have to be compared, with the best option 

being selected according to current business 

objectives. The available options can be obtained 

from IoT data gathering as well as from the 

execution of data analytics and simulation runs. 

The priorities of respective business objectives 

might be adjusted at runtime according to 

changing manufacturing environment conditions.

The large volume of IoT data available from people, 

things and machines, along with the complexity 

of the processing of events and decision making, 

will drive the need for a unified IoT infrastructure 

architecture and interfaces. Such an infrastructure 
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can serve as the basis for industrial applications 

which, for example, allow companies to access 

additional information on customer preferences 

and market variations, product and service 

creation and utilization, as well as for predictive 

analysis functionalities that are applied, for 

example, to optimize maintenance cycles.

4.2.4	 Smart robotics

The emergence of IT in the manufacturing domain 

not only introduces new solutions, such as IoT 

technologies, to this field of application, but also 

changes existing automation and control systems, 

especially robotics.

For instance, human-robot collaboration, 

which is enabled by integrating real-time context 

awareness and safety mechanisms into robotic 

systems, combines the flexibility of humans with 

the precision, force and performance of robots. In 

current production systems, cell or line production 

is common practice, in which single workers or 

small teams operate various tasks in a restricted 

area using well-formed jigs. However, recent 

market demands for simultaneous application of 

agility, efficiency and reliability are not satisfied by 

such systems, which are operated solely by human 

ability or on fully automated lines. Robot cells, in 

which robots support humans in the execution 

of production tasks, are being developed to 

overcome this issue.

There exist 3 types of human-robot cooperation: 

synchronized cooperation, simultaneous coopera-

tion and assisted cooperation. Figure 4-7 shows 

assisted cooperation as being the closest type 

of human-robot collaboration, in which the same 

component is operated by human operators and 

robots together without physical separation. It 

thus enables robots and operators to co-operate 

closely, for instance to handle and process prod-

ucts jointly in order to incorporate both the agility 

and reliability offered by robots and the flexibility 

offered by human operators.

However, such collaboration presents safety 

issues, since failures of the involved active robot 

might result in fatal injuries. Moreover, currently 

no industry safety standards and regulations exist 

covering this type of human-robot collaboration, 

so both innovation of system integration 

technology and creation of new safety standards 

and regulations are required.

The integration of sophisticated sensors and 

the application of artificial intelligence (AI) 

enable machine vision, context awareness and 

intelligence. This produces collaborative robots 

that not only interact with humans without 

boundaries in a specific working area and for the 

execution of a well-defined task, but also anticipate 

required assistance needs. On one hand, this will 

make it possible to apply robotics to previously 

impossible use cases, and on the other hand it will 

lead to higher productivity due to the elimination of 

non-value adding activities for shop floor workers.

This flexibility of collaboration can be 

implemented not only for human-robot interaction 
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Figure 4-7 | Human-robot collaboration
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but also for collaboration among robotics systems. 

Advanced robots can enhance sensory perception, 

dexterity, mobility and intelligence in real time, 

using technologies such as M2M communication, 

machine vision and sensors. This makes such 

robots capable of communicating or interacting 

much more easily with one another. The ability to 

connect flexibly with the surrounding environment 

and the recognition of the related production 

context make advanced robots easily adaptable to 

new or changing production tasks, including those 

which are to be executed collaboratively.

New robot programming paradigms also 

contribute to the low-effort implementation of new 

production tasks. The shift from programming 

robots to training robots intuitively is enabled by 

new robot operation engines. Trajectory points 

are traced manually and are then repeated by 

the robots. Furthermore, the skills of robots and 

related tools are to be managed and mapped 

to production process requirements (semi-)

automatically. As a result, the required time  

for programming the robot and the necessary 

skill set of engineers will be significantly reduced. 

This will lead to an increased adoption of robots, 

in particular in manufacturing enterprises that 

previously did not apply robots due to lack of 

flexibility and the required programming effort.

Flexibility of robotic systems will also be 

increased by open robotic platforms that allow 

third parties to enrich robots (robot platforms) 

with application-specific hardware and software. 

Examples include special purpose grippers and 

associated control software. In this way, whole 

ecosystems (comparable to smartphones) 

are about to emerge. The increased flexibility 

afforded will lead to higher adoption of robotics 

in manufacturing enterprises, as robotics can be 

applied to a broader application area. Previously 

existing barriers, such as high prices, will be 

significantly alleviated.

4.2.5	 Integrated product-production 

simulation

Not only innovations based on technologies on 

the shop floor, such as IoT technologies, data 

analytics and smart robotics, will have an impact 

on the factory of the future. The digital factory, 

i.e. the representation of production systems in IT 

systems for planning and optimization purposes, 

will also undergo considerable changes.

The digital factory concept refers to an integrated 

approach to enhancing product and production 

engineering processes and simulation. This vision 

attempts to improve product and production at 

all levels by using different types of simulation at 

various stages and levels throughout the value 

chain. There exist several types of simulation 

that create virtual models of the product and 

production, including discrete event simulation, 

3D motion simulation, mechatronic system-level 

simulation, supply chain simulation, robotics 

simulation and ergonomics simulation, among 

others. The ultimate objective is to create a fully 

virtual product and production development, 

testing and optimization.

Traditionally, product and production design 

are separated. Product requirements have to 

be specified completely before the production 

planning and engineering phase can begin. This 

causes a sequential process, in which any changes 

produce additional costs and delays. An integrated 

product and production simulation will decrease 

time-to-market, as concurrent engineering can 

be performed on digital models. Visualization 

technologies will improve communications among 

geographically dispersed teams in different time 

zones. This integrated approach also promises a 

secure access to all relevant information within the 

company and throughout partner organizations.

Simulation tools for both products and production 

concentrate on various details, such as logistics 

regarding material routes, cycle times or buffer 

sizes; processes, such as assembly or machining; 
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or rigidity or thermal characteristics of materials. 

In integrated simulation applications, those 

specific models are shared and integrated in 

order to transfer knowledge and synchronize 

planning among specific lifecycle phases and 

disciplines. For instance, robotic aspects such 

as robot placement and path planning can be 

calculated by directly accessing the 3D computer-

aided design (CAD) models of the products that 

are being manufactured. Using the results of 

these calculations, the PLC programmes can be 

automatically generated for production. Similarly, 

PLC programmes can be directly validated virtually 

using a plant-level simulation that is often referred 

to as virtual commissioning.

Although the trend is towards an integrated 

product-production simulation capability, from 

design to commissioning, it should be noted that 

feedback information loops exist that need to be 

put in place to take full advantage of simulation 

tools. For example, calibrated simulation models 

with data from the field can provide more accurate 

insights. Similarly, plant simulations can benefit 

from historical data from similar plants to produce 

optimal operating conditions.

Figure 4-8 distinguishes virtual and real worlds. 

In the virtual world, the product, factory and plant 

design first exchange information to optimize both. 

These designs are then turned into real world 

production and process automation systems 

that interact in order to execute production jobs. 

Additionally, the real world provides information to 

the simulated world to optimize current or future 

designs of products and factories, and to get 

Figure 4-8 | Virtual world vs. real world
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feedback about potential improvements of the 

actual process automation and production systems.

The emerging concept of the digital thread extends 

the integrated product-production simulation to 

the entire value chain via information feedback 

loops that are used to optimize continuously both 

the product and production, but also service, 

maintenance and disposal, i.e. the entire lifecycle.

4.2.6	 Additive manufacturing/3D printing

A major aspect of integrating digital and physical 

worlds is the transfer of product specifications 

to executable production processes. Moreover, 

flexible manufacturing resources such as 

machining equipment or 3D printers help to keep 

associated configuration efforts low and thereby 

support the production of small lot sizes or even 

individual products.

The global market of additive manufacturing (AM) 

products and services grew 29% (compounded 

annual growth rate) in 2012 to over USD 2 billion 

in 2013 [21]. The use of AM for the production of 

parts for final products continues to grow. In 10 

years it has gone from almost nothing to 28,3% of 

the total product and services revenue from AM 

worldwide [22]. Within AM for industry, there has 

been a greater increase in direct part production, 

as opposed to prototyping (AM’s traditional area 

of dominance). Within direct part production, AM 

serves a diverse list of products and sectors, 

including consumer electronics, garments, 

jewellery, musical instruments, medical and 

aerospace products.

3D printing allows manufacturing to work 

economically with a large variety of shapes and 

geometries, including for small product quantities. 

This has the potential to transform some parts 

of the production industry from mass production 

to individual production. The “batch size one” 

will become more wide-spread. Furthermore, 

the number of required steps for producing a 

product will be reduced, which will lead to a more 

environmentally friendly production and to new 

shapes which improve product characteristics 

or enable the uses of safe materials. Another 

possible consequence is a shift in the role of 

manufacturers from designing and producing 

products to designing and selling the specification 

and plans. The actual manufacturing can then be 

done by others such as retailers or customers.

4.2.7	 Additional factory of the future 

technologies

Besides these technologies, various other fields 

of research and development exist which might 

provide relevant solutions for the factory of the 

future, such as cognitive machines, augmented 

reality, wearable computing, exoskeletons, smart 

materials, advanced and intuitive programming 

techniques, or knowledge management systems.
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Implementation of factory of the future 

concepts highly depends on the readiness of 

involved stakeholders to adopt the appropriate 

technologies. Several preconditions must be 

fulfilled to achieve this market readiness, as 

explained in the following sub-sections.

5.1	 Implementation of a systems 
perspective

The holistic implementation of factory of the future 

concepts requires a partnership involving the 

traditionally strained organizational relationships 

between the engineering, information technology 

and operations groups. Moreover, this integration 

of disciplines has to be implemented throughout 

the entire lifecycle of products and production, i.e. 

during planning, construction and operation.

This not only requires the interoperability of 

systems on a technical level, as described in  

Sub-section 4.1.1, but also the realization of multi-

disciplinary processes, in which personnel from 

the engineering, information technology and busi-

ness operations work closely together, under-

stand one another or even have complementary  

education.

Such multidisciplinary work can be supported by 

appropriate IT systems, such as modelling and 

simulation tools, or by configuration and integration 

techniques for cyber-physical systems (CPS) 

and systems of systems (SoS). To make those 

solutions beneficial and to support the systems 

perspective during product and production 

planning, creation and operation, knowledge 

from the different disciplines has to be integrated, 

merged and utilized for related application 

purposes, and respective feedback loops have to 

be implemented in order to best consider potential 

interdependencies and enable the exploitation of 

additional optimization potentials or even business 

ideas.

5.2	 Overcome “resistance 
to change” in traditional 
production environments

The interdisciplinary work not only enables more 

efficient information exchange and execution of 

work in product and production lifecycle phases. 

Widespread knowledge and awareness about 

factory of the future technologies, concepts 

and benefits also helps to overcome the lack 

of acceptance of new solutions. This lack of 

acceptance is caused by concerns about potential 

job losses due to efficiency increases generated 

by automation and IT systems. Knowledge and 

awareness are important keys to overcoming such 

concerns, since high levels of education reduce 

the risk of job losses. Furthermore, the number 

of jobs might not be reduced, but instead their 

content and style might change towards more 

integrative and flexible working modes. This not 

only concerns production jobs on the shop floor, 

but also PLC or robot programming and other 

tasks which are related to engineering.

Besides the fear of job losses, resistance to 

change is often caused by uncertainties on the 

part of stakeholders and decision makers, who are 

insufficiently knowledgeable about the technical 

background, business models and benefits 

involved, so that they remain restricted to well-

known traditional concepts and solutions.

Section 5 
Market readiness
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5.3	 Financial issues

Closely related to “resistance to change” is 

uncertainty about the actual benefits of factory 

of the future implementations. In order to make 

sure that new factory of the future applications 

in manufacturing really fit the requirements of the 

production environment into which they should be 

integrated, it is necessary to assess their actual 

performance as soon as possible, ideally before 

integration decisions are made. Appropriate 

methods and tools, as well as best practice 

examples, that make it possible to secure rapid 

and inexpensive statements about the efficiency 

of certain technologies and production strategies 

in a company’s specific production environment 

would help to address this need and thus reduce 

the threshold for implementation of new factory of 

the future solutions in manufacturing. Knowledge-

based systems using information from previous 

analyses or simulation-based approval of certain 

decisions and virtual try-out of specific system 

components can contribute to this. However, such 

technological measures must be complemented 

by integration of factory of the future activities 

into strategic company objectives and the set-up 

of harmonized controlling and measurement for 

system performance assessment.

Besides the introduction of new IT technologies 

to manufacturing, business models must be 

evaluated with regard to their costs and benefits, in 

order to assess properly the potential of business 

innovations and reduce related risks. While 

transforming business through a combination 

of existing and emerging business models, end-

to-end visibility of business value is required. 

This requires a standardized and shared high 

performance infrastructure for decision support.

However, even if the benefit of factory of the future 

business models and technologies is proven by 

respective assessments, the financial strategies of 

companies have to allow related investments. In this 

context, return on investment (ROI) predictions and 

the rate of capital reinvestment must be considered.

5.4	 Migration strategies

In existing factories, various legacy systems are 

usually in place, in which relevant historical data 

is stored and which are connected via customized 

interfaces. Furthermore, the slogan “never change 

a running system” is widely applied in industrial 

production environments, in order to not jeopard-

ize the robustness of existing production systems 

by integrating new features which might not nec-

essarily be needed. To overcome these issues, 

while introducing new methods, concepts and 

technologies to factories, appropriate migration 

strategies are necessary.

The implementation of a systems perspective and 

networked and flexible organization structures 

for factories of the future, plus specific project 

management support tools designed for the needs 

of FoF implementation projects and appropriate 

rules and tools for decision making support in 

order to increase planning reliability, contribute 

to a smooth migration towards the factory of the 

future. Further measures to reduce the complexity 

and risks of migration projects include scalable 

(CPS) architectures that enable continuous design, 

configuration, monitoring and maintenance of 

operational capability, quality and efficiency, and 

the industrialization of software development, 

i.e. modularization to enable rapid configuration, 

adaption and assembly of independently 

developed software components.
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Most of the key technologies for factories of 

the future listed in Section 4 are still under 

development. Their maturity and applicability 

in different industries, as well as the readiness 

to adopt them in manufacturing industries, are 

indicated in Figure 6-1.

From this radar plot it can be seen that in particular 

non-technical challenges such as migration 

strategies or the implementation of a system 

perspective are still at a premature stage. This is 

well in line with the observation that many of the 

development activities in the context of factories 

of the future that are ongoing at the regional, 

national and international levels are focusing on 

technological issues.

The adoption of key technologies varies among 

industries and application cases. For instance, 

additive manufacturing is appraised as being 

highly beneficial for personalized production 

and manufacturing of special parts, which, for 

example, have complex geometries expensive 

or impossible to manufacture using common 

manufacturing technologies. On the other side, 

additive manufacturing probably will never reach 

the degree of efficiency it already has for current 

mass production. Similarly, the maturity of 

modelling and simulation tools depends on the 

area of application. They are already widely used 

for product development and optimization, e.g. 

in the automotive and aerospace industry, while 

Section 6 
Predictions

Figure 6-1 | Market readiness and technology maturity/applicability of key technologies
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Predictions

there is improvement potential for close-to-real-

time simulation applications for optimization of 

manufacturing settings.

For other technologies such as IoT technologies, 

M2M networks, smart robotics and cloud-based 

AIM, singular solutions exist which are quite 

mature in their specific application field. However, 

further efforts have to be undertaken to implement 

wide-spread applicability of such developments 

by overcoming issues which are inhibiting their 

market readiness, such as the “resistance to 

change” or a lack of migration strategies.

Altogether, it can be said that the industry branch, 

as well as the application context, i.e. the position 

in the horizontal and vertical manufacturing 

environment layers, impact the market and 

deployment readiness of factory of the future 

applications.
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The factory of the future will deliver on-demand 

customized products with superior quality, while 

still benefiting from economies of scale and 

offering human-centered jobs, with cyber-physical 

systems enabling the future of manufacturing. 

New manufacturing processes will address the 

challenges of sustainability, flexibility, innovation, 

and quality requirements in human-centric 

manufacturing. Future infrastructures will support 

access to information everywhere and at all times 

without the need for any specific installation of 

parameterization. Production resources will be 

self-managing and will connect to one another 

(M2M), while products will know their own 

production systems. This is where the digital and 

real worlds will merge.

A number of guiding principles and recommenda-

tions for the factory of the future emerge from the 

considerations covered in the previous sections. 

The actions involved are either of a general char-

acter or are specifically focused on data, people, 

technology and standards.

7.1	 General

7.1.1	 Interaction with other ecosystems

The IEC recommends focusing on the interaction 

of a factory, including all its components, such 

as IoT systems, with other ecosystems, such as 

the Smart Grid, and identifying the standards 

needed to allow industrial facilities and the 

industrial automation systems within such facilities 

to communicate with such ecosystems for the 

purpose of planning, negotiating, managing and 

optimizing the flow of electrical power, supply 

logistics, human resources, etc. and related 

information between them. Manufacturers should 

start to think of their facilities as constituting a 

smart node in symbiotic ecosystem networks. This 

will allow them to anticipate the need for demand 

management in a more proactive way.

7.1.2	 Agile manufacturing

The adaptability of manufacturing systems to 

changing requirements such as market demands, 

business models or product specifications is a core 

feature of the factory of the future. To implement 

this, various organizational and technological 

measures have to be undertaken. This includes 

the implementation of a systems perspective, 

as well as solutions which enable configurability 

of production systems such as interoperability 

and connectivity, as well as their scalability. 

Also advanced computing capabilities, which 

for example enable first-time-right processing of 

products, are recommended in this context.

7.1.3	 Maximize value chain and 

collaborative supply networks

The extension of network infrastructures 

towards production network partners will help 

manufacturers gain a better understanding of 

supply chain information that can be delivered 

in real time. By connecting the production line to 

suppliers, all stakeholders can understand the 

interdependencies, flow of material and process 

cycle times. Real time information access will help 

manufacturers identify potential issues as early as 

possible and thus prevent them, lower inventory 

costs and potentially reduce capital requirements.

Section 7 
Conclusions and recommendations
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7.1.4	 Make use of independent 

manufacturing communities

The trend toward the “desktop factory” is not 

new, but it is much more pronounced today 

and is cheap, accessible and user-friendly. As 

indicated in this White Paper, the requirements 

posed by this trend suggest a need to make use 

of new business models (e.g. crowdsourcing, 

maker movement, product-service integrators 

and robotic ecosystems) to decouple design and 

manufacturing.

7.1.5	 System safety throughout the 

lifecycle

The prevention and avoidance of accidental system 

failures or intentional cyber-attacks has to take 

into account the increasing interconnectedness 

and complexity of systems. For this reason, it is 

important to address system safety throughout the 

life cycle, from design to ramp-up and interlinkage, 

and to predict and evaluate the behaviour of 

(networked) systems in the future.

7.1.6	 Sustainable security and network 

solutions

Security and networking solutions must be 

engineered to withstand harsh environmental 

conditions inside manufacturing facilities and to 

address the needs of industrial control systems, 

which are not present in typical “white collar” 

office networks.

7.2	 Data

7.2.1	 Service-oriented architectures

In a reconfigurable factory of the future, software 

will play a major role in every aspect of the value 

chain and on the shop floor. It is therefore important 

to create scalable service-oriented architectures 

which are able to be adapted to the specific needs 

of a company or factory in order to leverage all of the 

potential benefits that related software components 

bear for a factory. This includes mechanisms for the 

discovery, brokerage and execution of tasks.

7.2.2	 Cyber security

Overall, with the expanded use of the internet 

for control functions in automation systems, 

it can be alleged that every industrial system 

functioning today is vulnerable, and that there 

is no one consistent approach to security. It is 

therefore critical to take the requirements for 

security standards seriously (i.e. corporate and 

personal data protection, actuating system safety, 

consideration of accidental feedback-loops, 

etc.) and to focus on safeguarding against cyber 

terrorism, using an adaptive, responsive and 

cooperative model. The IEC has a key role to play 

in addressing this issue.

Appropriate security frameworks are to be 

established that provide best practices and cost-

efficient solutions according to the degrees or 

layers the owner of a certain set of data is willing 

to protect. Especially for the establishment of 

such frameworks among production sites or 

enterprises, it is also recommended to implement 

certification measures in order to establish trust 

and accelerate the setup of production networks.

7.2.3	 Interpretation of data

For the large amounts of information being 

generated to be useful, they must be harmonized, 

consistent and up to date. To this end, the integration 

of big data and semantic technologies and their 

application to product lifecycle management and 

production systems will be necessary.

7.3	 People

7.3.1	 Humans and machines

The idea of human-centered manufacturing is 

to put the focus in manufacturing back on the 
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employees, tailoring the workplace to their in-

dividual needs. A company can generate enor-

mous amounts of data but ultimately it must rely 

on people in order to make decisions. HMI and 

human-centered design – the introduction of 

augmented reality into the automation process –  

allow people to visualize data in the context of 

the real world in order to bridge the gap between 

data and the physical world. Human-robot col-

laboration supports workers in complex or high-

load tasks.

7.3.2	 Training

The human operator will be supported by smart 

assistance systems that are interconnected with 

the production equipment and IT systems to help 

him/her make the right decisions and execute 

his/her tasks. This certainly will result in new skill 

profiles for workers, for which appropriate training 

will be needed. Such training is expected to occur 

on the job – while workers perform their daily 

activities, they are simultaneously learning new 

skills.

For the setup of factory of the future systems, 

cross-sectorial education is essential in order to 

implement, integrate and optimize the multiple 

components throughout all disciplines involved in 

product and production lifecycle phases.

7.3.3	 Worker mobility

In face of the need to do more with less and 

the trend toward increased worker lifetimes, it is 

important to provide workers with an adequate 

workplace and continued mobility throughout 

their careers. As a result, the IEC emphasizes 

the importance of heightened development of 

wearables and exoskeletons that are comfortable, 

affordable and enable functional activities at  

all times.

7.4	 Technology

7.4.1	 Digitalization of manufacturing

Data is generated from numerous sources at all 

stages of the manufacturing cycle. Given that 

IoT and CPS produce even higher amounts of 

data, real-time analytics (and feedback) for this 

data help with the self-organization of equipment 

as well as with decision support. As a result,  

the IEC recommends that manufacturing machine 

designers develop their devices to be able to 

communicate directly with various systems within 

the internal and external supply chains. This will 

allow them to gather the necessary information 

about customers, suppliers, parts, tools, products, 

calibration and maintenance schedules. The IoT 

will further enable realization of the common goal 

of manufacturing operations, which has been to 

increase the number of areas in the plant where 

the manual data entry can be replaced with 

automated data collection.

Interaction between humans and CPS is another 

significant factor, in which human knowhow 

should be transformed and digitalized as one 

kind of data among the mass of other data. The 

purpose here is to equip manufacturing with the 

capabilities of self-awareness, self-prediction, self-

maintenance, self-reconfiguration, etc. throughout 

the manufacturing cycle.

7.4.2	 Real time simulation

Modelling and simulation will form an integral part 

of the entire value chain, rather than being just an 

R&D activity. Combining virtual simulation models 

and data-driven models obtained directly from 

the operation and making real-time simulation 

accessible to all activities in the factory of the 

future offers a great opportunity to enable new 

and better feedback control loops throughout the 

entire value chain, from design to disposal.
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